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Goals of This Lecture

e Introduction to quantum cryptography
— quantum physics basics,

— quantum key distribution
 why
* how
— in combination with classical algorithms
— quantum physics
— classical protocol

* jsitreally secure ?



QM basics

* measurement
*qubit
*entanglement

*EPR & Bell



quantum states

e quantum system — a vector in a Hilbert space

y

— any linear superposition possible  |¥)=0,(0)+0a, [1)

— orthogonal basis states, e.g. |0),

* evolution
— Schrédinger equation 4P (t)) = |¥(t))

u(t)'¥(0))

— for time independent Hamiltonian U(t)=exp(~i %)

— unitary evolution operator ‘\{l(t»



measurement

e Observables A (measurable quantities)
— eigenstates |a;) eigenvalues g, \a a;la;)
=|a;)(a;]
)la)

)=
— Projector P onto eigenstate |a;) a
— projection of qubit P,\‘P>=\a/><ai‘qj>:< 1k
— length of projection CANY

e Measurement of observable A
— vyields one of the eigenvalues a,
— with probability p; :Ka,\‘{’}‘z
— after measurement the system is in state P.|'¥)/N=|a,)/N

N=[p[¥)]
e Measurement on ensemble
— expectationvalue  (A):=(\V|A|¥)



qubits

e two-dimensional quantum state
e Spin observable S for qubits
* Spin matrices 0X=%[2 ;J Gy=?{9 ;’j 05%[; _OJ

e eigenvalue +1, -1 ("spin-up", spin-down")
* eigenstates (T),1); [1),]-1)) — |0),[1)

— two orthogonal basis states

— any linear superposition possible |¥)=0,(0)+a,[1)

e general state — Bloch sphere
- \‘P}=exp(—i?)cos§\0>+exp(/%)sin%\l}= 0,9)
— map complex Hilbert space to three-dim space

—

— Sg4=(sin@cosg,sin Gsing,cos6)’




qubit

e quantum system, two-dimensional

y

— any linear superposition possible  |¥)=0,(0)+a, [1)

— two orthogonal basis states: |0),

* evolution
— Schrédinger equation 4P (t)) = |¥(t))

U(t)¥(0))

— for time independent Hamiltonian U(t):exp(—/’%)

— unitary evolution operator ‘\{l(t»

e Bloch sphere
— \‘P}:exp(—i%)cos§\0>+exp(i%)sin%\l}: 0,9)

— map complex Hilbert space to three-dim space




measurement of single qubits

e e.g., measure qubits in state |0)

— 0,: py=1, p;=0 result predetermined

- 0,,0,: P,=0.5, p;=0.5 result absolutely random
* measure qubits in state 0)=(|0)+[1))/~2

— 0,! po=1, p,=0 result predetermined

- 0,0,: P,=0.5, p;=0.5 result absolutely random

e expectation value for spin — polarisation

o-{f]

S =(sinfcosg,sinGsing,cosd)’




density operators

* |a) describes only pure states
(pure state = there is always an observable giving results with p=1)

e use density operators to describe incoherent mixtures of
states
— e.g., ensemble consisting of 60% \0€>and 40% \,5>

a")><a<’)
)= 2w (bl

— density matrix elements
11 -
1):
G

e examples:
— pure states:

o (5 o) e (5 3) o

— incoherent mixtures:

oo+ i=y(; ;)
S —

N |



entanglement basics

e superposition of 2-particle states !

0)/1),11)[0),[1)11)

e general state: |W)=0,/0)[0)+0ay,|0)[1)+a,,]1)[0)+a,,[1)[1)

* basis: [0)[0),

e different types of states:
e product states:

‘\P>pr0duct =10)®|x)=(0,/0)+0a; 1)) ®(b,|0)+b,|1))
=ayb,0){0)+ayb; [0)[1)+a,5,[1)[0) +a,b, [1)[1)
‘\P>entang/ed (‘O ‘O +‘1 /\/— Ggo =011 = T

e entangled states

e Def.: a state is entangled if it is not factorizable

\P>entangled 7 ‘¢>‘Z>




entanglement basics

* max. entangled states: [¥)=(|0)|0)+1)[1))/V2
— not factorizable
— pure state = measurement results predetermined

— single particle states are reduced states P, =Tr3(0)
= incoherent mixtures

— observation of a pair of entangled particles: (o.0,)=Tr(c.0,p)==1
measurement results are random but correlated

= observation of a single particle of the pair does not
reveal any information about the state <O',-,A>=Tf(0/,APA)=O



check:

* e g 2-party state:

W¥)=(0)l0)+[1)|1))/¥2

1 1 00 1
: : AL e Allo 1o o o0 o0
for vector in basis (e, = thi,je{0,1¢):|¥)=— :| >< |:_
v i I(U|I>|j>WIlj{})|>\/£O yo YWY 5 0 0 o
! 100 1
100 1
1
<0',0',>=Tr(0',0',p):i1 Tr| Yt Og[t OO0 000
,\0 ~1 0 -1/J{0 0 0 0
100 1
1 0 0 O0|f1 0021
1lo -1 0 ©
—7r| * 00 0O —1
,/0 0 -1 0{[0 0 0 O
0 0 0 1/J\1 00 1
1 000 1
<0,> Tr(0; 4P4) =0 __1{0 0i0 0| 11 0 1 0) 1(1 0))_
Pa=Trg— ! == Tr ® — =0
0.=Tr,(p) 200 010 0| 2(0 1 0o -1) Lo 1
1 0/0 1



consequences (used against eavesdropper!)

* Heisenberg's uncertainty principle <(AA)2><(AB)Z>2%\<[A,B]>\2

| 0,,0,|=2ig,0, = after measuring/preparingin o,
result of measurement in
o, is maximally uncertain — noise!

e copy single qubits?

= no-cloning theorem
— imagine, there is a copy machine (initialized in |0)): 10), 0}, —22[0)_, 1O).

e

1) ..]0) 1)
qubit copy qubit copy

1>copy )

- bUtI try to Copy |6>: %(|O>+|1>)qub,t|O>copy%%(|o>qub/t O>copy+|1>qubit
— state is maximally entangled!

not factorizable, ie. [*%(9+1),, F(0+1)),,

= only one set of orthogonal states can be copied

— for other states entanglement with eavesdropper — noise!




why : secure communication

e one time pad

— encode every bit of the message with a bit of the key

ALICE BOB
H H
100010 100010
message encode decode message

“the perfect method to communicate securely
— provided one can communicate securely”




how: quantum cryptography —
— quantum key distribution

exchange key with single quanta

Alice Bob
® | 1
| 'U guantuny enannel By ‘I' possible time-bin encoding
bos e settings . a
public channel _./itt (e T ba T
Ag:e \ ‘ R )%\(ib “-1 \—0 phase encodmg
Alice Bob
AN A A
® ) N @) *)n

C.H. Bennett, G. Brassard (1984) (BB84)




quantum channel

public channel

<+——>
BB cess
1 0 1: P/IM | +45° 1 |1:P/M | +45° 0
— sends photons with detects photons T
2l 1 ol o randomly chosen = P in randomly 3 Tomw | o | 1
. .. polarized photons A

5| 1 |oHv] 90° polarization chosen basis 5 [1.em | +a5 [ 0
6 1 1: PIM | -45° 6 |0: HV 0° 0
7 1 1: PIM | -45° 7 |0: HNV u

8 0 1: P/M | +45° 8 [1:P/M | +45° 0
9 0 1: PIM | +45° 9 |1: PM u

10 0 0: HV 0° 10 |0: HV 0° 0
11 0 1: PIM | +45° 11 |1: P/M | +45° 0
12 1 0: HNV | 90° 12 [0: HV 90° 1
13 1 1: PIM | -45° 13 [1:P/M | -45° 1
14 0 1: P/M | +45° 14 10: HV 90° 1
15 1 0: HV | 90° 15 |1:P/IM | +45° 0
16 1 1: P/IM | -45° 16 [1: P/M u

17 1 0:HV | 90° 17 [1: P/M | -45° 1
18 0 0: HV 0° 18 |0: HV 0° 0
19 1 0: HV | 90° 19 [1:P/M | +45°

20 0 0: HV o° 20 |1: PM u

21 1 1: PIM | -45° 21 [0: HV 90° 1
22 1 0: HV | 90° 22 |1:PM | -45° 1
23 0 1: P/M | +45° 23 |1:P/M | +45° 0
24 0 0: HV Q° 24 10: HV 0° 0
25 0 1: PIM | +45° 25 [0: HV o

26 0 0: HV o° 26 [1: P/M | +45°

27 0 1: P/M | +45° 27 |0: HV 02 0
28 1 1: P/M | -45° 28 |0: HV u

29 1 0: HV | 90° 29 |1: PM | -45° 1
30 1 0: HV | 90° 30 |0: HV u

31 1 1: PIM | -45° 31 |0: HV 90° 1
32 1 1: PIM | -45° 32 [1: P/M | -45° 1




Aunt Martha

nnnnn

........

ail, J. Smolin (1992)

C.H. Bennett, F. Besette, G. Brassad, L. Sav




quantum channel

public channel

<4+—>

1 0 1: PIM | +45° 1 [1:P/M +45° 0
2l D Gl O sends photons with detects photons 2 oWV O | 0
3 1 1: PIM| -45° - 3 |0: HNV 90 1
4] 1 1G:Hu] 9 randomly (.:hos.en polarized photons m randomw 4 JO:HV | 90° | 1
5| 1 |o:HV| 90° polarization chosen basis 5 [1.em ] +a5 [ 0
6 1 1:PIM| -45° 6 |0: HV 0° 0
7 ot 45 7 o Em—a—

8| 0 |[1:PM]| +45° 8 |1:PM | +45° | 0
ﬁ) :g: G +305 erases bit, if < BOB'S #T) INS erases bit, if 1% B B | 8 .
11| 0 |1:PM| +45° no detection number/basis, if detection no detection 11|1.PM | +45 | O
12 1 0: HV 90° 12 |0: HV 90° 1
13 1 1: PIM -45° 13 |1: P/M -45° 1
14 0 1: PIM | +45° 14 |0: HV 90° 1
15 1 0: HV Q0° 15 |1: P/M | +45° 0
16 | T——=pi=PMl| -45° 16 |T-Prv—

17| 1 |o:HNV]| 90° 17 [1:PM | -45° | 1
18 0 0: HV Q° 18 |0: HWV 0° 0
19 1 0: HV 90° 19 |1: P/M | +45°

20 [o—rB=Hr | 0 20 | TP

21| 1 |L:PM| -45° 21 |o:Hv | 900 1
P27 1 0: HV S0 22 |1: P/M -45° 1
23 0 1: P/IM | +45° 23 |1: P/M | +45° 0
24 0 0: HV Q° 24 10: HV 0° 0
25 | T—=pt=p| +45° 25 [0 Hp——a—

26 0 0: HV o° 26 |1: P/M | +45° 0
27 0 1: P/IM | +45° 27 |0: HV 0° 0
28 | —T—rt=Pr 45° 28 |0 Bpr——=—
29 1 0: HV 90° 29 |1: P/M -45° 1
30 | T—r6=HA] 90° 30 |0 EA——a—]
31 1 1: P/M -45° 31 |0: HNV 90° 1
32 1 1: PIM | -45° 32 |1: PM -45° 1




quantum channel

public channel

1 0 |1L:PM| +45
2 0 |oHv]| o
3 [ T—rt=paa 45
4 1 |o:HV | 90
5 —G=Hi T 90°°
6 -1-.-%:1::-45
7 -1-.=am::-45°
8 0 |1L:PM| +45°
9 | Oo—t=pAr| +45°
10| o [o:Hv| o
11| o [1:pm]| +45
12| 1 [oHv]| 90
13 1 [1:pPm| a5
14 —BAT T 45°
15 ot 50|
——
16 PR -45°
17 =6.=H73:C:90°
18] o JoHv]| o
19 —o==Ar T 90°
[ 20 ] -Qﬁﬂﬂt:O"
PI — e
22 —6=Hfr T 00°
23| 0 [1:pm| +a5
24 0 [o:HN]| O
| 25 | }Wg
26 —=HA T O
27 | O——pt=Pan] +45°
| 28 | :D%Fﬁm:: -45°
[ 29 | -e.cmc: 90°
_39{:12-9?% g0°
31 -1.=E¢M::-45°
32| 1 [1:Pm]| 45

sends photons with
randomly chosen
polarization

detects photons
in randomly
chosen basis

polarized photons

erases bit, if BOB'S SERECTIONS
no detection

TTONS erases bit, if
numbetr/basis, if detection no detection

erases bit, if ur
wrong basis number, if wrong basis

erases bit, if
wrong basis

Bit Det.
1 |1:P/M +45°
2 |o:HNV | 0
3 |0 =56
4 |0:HN | 90°
5 | et e
e
'] "

8 [1.pM | +45°
9

1: P/M

0: HV

1: P/M

APEEEA P PR IR




quantum channel

public channel

G
1: P/M +45° 0
e sends photons with 4 detects photons 0 L
randomly chosen - in randomly
. .. polarized photons 4
5 e polarization chosen basis 5 0
:E," ———
6 =R -45 6 >—=§’:: 0
7 =B -45° 7 10-
8 0 1: P/M | +45 8 |1:PIM | +45° 0
S | o—lFparf 145 @ g w—— g 9 [T —
wl o hyl o erases bit, if — OTHECTIONS erases bit, if 70 (G B | & | T
11| 0 [1:PM| +45° no detection numbetr/basis, if detection no detection 11 |L.pm | +45° | 0
12 0: HV 90° 1
14 =PI +45°
15 TR 50° erases bit, if b erases bit, if
= s S wrong basis number, if wrong basis > wrong basis
17 =R 00" !
18 0 0: HV Q°
19 —o=HATT 90°
20 L -9-=HN:: Q°
21 [ T——=r4=emr( 45° . .
22 Lo 00 erases test bits < SECUPM Y TEST > erases test bits
23| 0 |1:PM| +45° error correction com st bits error correction
25 Wﬂ_
— . .
26 [ T=6-Ha] 0 QBER = #fwrong bits / # all bits
| 27 ] o] 1 45°
28 == -450:
(29 ——rowr30 |
31 =P -45°
32 1 1: P/IM 45°




quantum channel

public channel

sends photons with
randomly chosen
polarization

erases bit, if
no detection

erases bit, if
wrong basis

erases test bits
error correction

encrypts
message

polarized photons

BOB'S #WECTIONS

number/basis, if detection

\V‘E

<

number, if wrong basis

SECU Y TEST
com st bits

SECUR® KEY
). B

b

wcifer

detects photons
in randomly
chosen basis

erases bit, if
no detection

erases bit, if
wrong basis

erases test bits
error correction

decrypts
cifer

+45°

0°

+45°




gquantum cryptography protocolls

e encoding in different degree of freedom

— polarization = path, time-bin, frequency

@
H/V P/M a - b - -
BS| . 3 . - 2
"IN 2 O a AOM
. 7 i 1
b)/\ﬁl b

v
— phase and amplitude of E-field ("continuous variable")

e three bases: H/V, P/M, L/R (left/right circular)

e Bennett 92: two nonorthogonal states

e SARG: different coding: H/V=1, P/M=0

* higher dimensional systems: qubit=>qutrit...qunit

— many paths, times; combinations of pol/time/path

— hiiher caiacitiiihotonl deterministic



is it secure?

"0 -one way communi- : two way communication
-cation suffices ‘ is necessary
08 & ‘ Eve's information
L secureif I(a,B)>1(a.€) or [(a,B)>1(B.¢€)
S , [(a,B)=1-h(D)
ﬁ 0.4 error correction an ’ ’
g t-:iassical privacy a — 1 +D10g2(D) + (1 _D) logz(l _D)
= 1 +sinx
=S Bell-CHSH |Bell-CHSH ined: . " a,e)=1—h| —————
o ] . Bob's information 2
negq. is violated |is not violated
0.0 A 1 L 1 a 1 ra— 1 )
0.0 0.1 g 0.2 IR, 03 IR, 0.4 0.5 fOI' QBER =D: [1 . COS()C)]/2

Quantum bit error rate (QBER)

Ve

Alice
® ) INn® N
\/\_//,_\/

C.H. Bennett, G. Brassard (1984) (BB84)

N. Gisin et al., RMP 74,145 (2002); S. Pirandola et al., arXiv:1906.01645




guantum key distribution

e Aan B connected via quantum and authenticated classical channel

* A sends quantum systems in nonorthogonal quantum states to B

A chooses states randomly, B observes randomly

A and B use classical communication to distill a key

e any eavesdropping attack is revealed by noise (bit errors) in the key

e A and B determine maximal information an eavesdropper could have. QBER
e Aand B perform error correction

* Aand B perform privacy amplification (reduce key length by amount of
information an eavesdropper could have gained during attack + information leaked
during error correction across classical channel)

e Aand B can use the key



