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DATA TRANSMISSION AND NETWORKING:
PACS, RECORD & VERIFY



The overall picture: ePrescribing

ePrescribing = electronic prescription and delivery

ePrescribing is a broad term used to define either computer-
based systems to write drug/treatment prescriptions (CPOE), or
comprehensive systems supporting the prescribing and delivery
process of different medical treatments, including supporting
tools for administrative and clinical aspects

CPOE = Computerized Physician Order Entry




ePrescribing examples

Drug prescription
* Traditional example

Treatment delivery

* Prescription and delivery support available also for other
treatment modalities (non drug-based)

 Automated delivery in selected cases

 Computer aided delivery in other cases




ePrescribing model

The literature review identified two models that have been used for
analyzing failures of medication management processes:

* A model used by the Joint Commission for Accreditation of
Healthcare Organizations considered five steps in medication
management: prescribing, dispensing, administering, monitoring,
and systems control.

A model used by the Adverse Drug Event Prevention Study (ADEPS)

considered four steps in medication management: ordering,
transcription, dispensing, and administration.

A process flow model that integrated the steps of these two models,
recasting the “transcription” step from the ADEPS model as the
“transmission’ step, was developed. [Bell et al, 2004]




ePrescribing model

* E-prescription and delivery: 5 phases [Bell et al, 2004]
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Figure 4: Radiotherapy incidents (1976-2007) by the stages of treatment process
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7. Treatment information transfer

Potential

impact

Solutions

Incorrect identification of patient High ID check open questions,
eliciting an active response
as a minimum
3 points of ID
Photo ID

Manual data entry Medium | Automated data transfer
In vivo dosimetry

Incompatible chart design Medium | Clear documentation and
protocols

lllegible handwriting for manual transfers High

No independent check High

Incorrect or inadequate data entry on ‘record & High Independent checking

verify’ system

Ambiguous or poorly designed prescription sheet High Model prescription sheet

Sending unapproved plan Medium | Protocol checklist

Failure to communicate changes in plans Medium | ‘Record and verify’ systems
Independent checks

Incorrect number of monitor units, accessories, High In vivo dosimetry

wedges




ePrescribing: healthcare information systems

Healthcare information systems (HIS) required to support the
ePrescribing process:

Support the access and management of the information

Faciltate communication, integrate information and
coordinate actions

Assist in the organization and storage of data
Support recording and reporting functions

Support financial and administrative functions




HIS functions and components

Functional components of a healthcare information system:
1. Patient management and billing

Ancillary services (department-specific functions)
Care delivery and clinical documentation

Clinical decision support

s WN

Institutional financial and resource management




HIS composition

The Healthcare Information System is often composed of one or
several software components with specialty-specific
extensions, as well as of a large variety of sub-systems in
medical specialties:

Radiology Information System (RIS)
Picture archiving and communication system (PACS)

Treatment planning system (TPS)
Record & verify system (R&V)
Oncology Information System (OIS)




PACS

* A Picture Archiving and Communication System
(PACS) is a medical imaging technology which
provides storage of and convenient access to images
from multiple modalities (source machine types)

e DICOM and DICOM-RT objects are transmitted
digitally via PACS; this eliminates the need to
manually file, retrieve, or transport printed data




PACS in radiation oncology

Image Users Image Handling Image Sources

|

0 - - ,@ CT/Simulator

Treatment Planning er

Digital Simulator
' 5% on/
. Classification

Image Workstation  \q—pf | Computer <— = Film Digitizer
DICOM interface (o} ! Portel Imagers
workstation

v

Clinical data management system

Departmental Network t

Remote Workstation E] CT/MRI r@'l

Hospital Network

Semin Radiat Oncol. 1997 Jan;7(1):39-48




PACS environment
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PACS functional overview

A PACS consists of four major functional components:

1. Acquisition: the imaging modalities such as X-ray plain film,
computed tomography (CT) and magnetic resonance imaging
(MRI). Any SW providing DICOM-RT data included here

2. Network: a secured network for the transmission of patient
information

3. Archive: archives for the storage and retrieval of images and
reports

4. Display: workstations for interpreting and reviewing images




PACS workflow
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PACS: central architecture
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PACS: central architecture

Image Server (with Database Manager) is the heart:
* Anyimage, any where, any time

 “Unique” central copy

* Easy update of data

* Requires high performance servers

* Potential single point of failure at server
 Bandwidth demanding




PACS: distributed architecture
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PACS: distributed architecture

Exams are routed from modality to selected
workstations

Complex routing algorithms based on department /
user preference

Maybe more difficult to support concurrent review
of images

Less destructive for failure at database server




PACS main functionalities

* DICOM support

* Navigation for the hierarchy Patient/Study/Series/Image
* Geometric transformation tools

e Contrast management tools

* Sequence visualization

* Visualization tools: preview, drag and drop, annotations
 Measurement and analysis tools

e HL7 support for message/information exchange

* Integration with the hospital/radiology information systems:
* Exam order
 Admission
* Exam execution
 Exam results




PACS: brief history

The first development of digital radiology and the basics of Picture
and Communication Systems (PACS) took place in the 1970s.

The practical implementation of working systems started in the early
1980s and such concepts became popular [Lemke 2003].

The term "PACS” was coined by Duerinckx (see [Duerinckx 2003]) in
1982 shortly before the First international Conference and
Workshop on Picture Archiving and Communications Systems in
California.

Since then, there were many conferences concerning PACS
technology, e.g. the meeting of the Japan Association of Medical

Imaging Technology (JAMIT) since 1982 and the EuroPACS since
1984,




PACS: brief history

e The evolution of PACS has kept pace with

improvements in computer technology image retrieval
systems, increased data storage, and more
sophisticated networking infrastructures (Lemke 2003;
Qi and Snyder 1999).

Concerns of practicing radiologists regarding the
smooth adoption of these systems (Fridell et al. 2007)
have led to the activation and development of more
user-friendly applications.

These improvements characterize the present
architecture, organization and workflow of all PACS.
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Role of DG

 Compression/ decompression
* Check the images for integrity

e Convert to PACS format (header, byte-order, matrix
size can be standardized)

* Queue for images (priority) to database server
(background)

* Share the workload for multiple acquisitions




Database server and image server
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Database server

* The heart of the system
* Manage data transfer within the system

* Can be divided into two components:
* PACS controller
* PACS database




PACS controller

The PACS controller controls all transactions in the system between components and its
database server and an archive system. After receiving the data the controller performs
the following tasks [Huang 1996]:

e Extracting information describing the received studies
* Updating a network-accessible database management system

 Determining the workstations to which the newly generated studies have to be
forwarded

e Automatically retrieving necessary comparison images from the archive

 Automatic optimization of the pictures (optimal contrast, brightness and correct
orientation)

* Archiving the picture and deleting archived pictures from the acquisition
computers

e Serving archive requests from workstation or other controllers




PACS controller

The most important property of the PACS controller in
cooperation with its archiving system is to fulfill data integrity
and system efficiency.

Hence, it must ensure that no data is lost after receiving it
from the imaging modalities.

As long as an image is not archived in the long-term archive,
PACS always keeps two copies of it in different storages.

Moreover, the access from the workstations to the archive
have to be as fast as possible. [Heitmann 2006]




PACS database

A PACS database server should consist of redundant databases with
identical reliable commercial database software (e.g. Oracle,
MySQL), supporting Structured Query Language (SQL).

The systems should mirror the data in two database servers, to
ensure a stable data handling even in the case of system failure or
disk crashes.

The PACS database system should be interfaced to the Radiology
Information System (RIS) and the Hospital Information System
(HIS), to allow gathering additional patient information. [Huang
1996]

The storage components are normally separated in a fast short-term
archive and a slower, cheaper and bigger long-term archive.




Image server: short term archive

The short-term archive is used as the cache of the system. It is the
most expensive storage in a PACS.

Images from last recent studies and examination are firstly stored
there to provide a fast access from viewing components.

The capacity of this cache has been increasing in the last 20 years.
For comparison: While Huang recommended at least 13.6 gigabyte
RAID as a cache in 1996 [Huang 1996], the PACS of the radiological
institute of Munich owns a 880 gigabyte cache pool (see [Wirth et
al. 2005]).

The capacities of the short-term archive should at least be big
enough to keep all images produced within two weeks. However,
by reason of decreasing costs for hard disks it is nowadays possible
to implement short-term archives with a better capacity, big
enough to store image data of two years. [Heitmann 2006]




Storage device: long term
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Long term archive

The most currently used storage technologies are:

 Magnetic tapes, like the Digital Linear Tape (DLT)
technology with an average price of 4 Euro per gigabyte.

« MOD (magneto-optical drive)

Following decreasing costs for optical disks, Compact Discs

and DVDs have become more popular as a cheap solution for
long-term archives.

Solutions for cloud based storage now commercially available




Storage: near line
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Storage: near line

Storage Area Network (SAN) or Network Area Storage (NAS)

e Contains storage devices (disks) for storing data

* High scalability for additional storage and redundant
networks

* In most cases, a NAS device (or NAS server) receives an IP
address, connects to the LAN through an Ethernet cable, and
resides on the LAN as an independent network device

* NAS systems also include some onboard memory (RAM) to
cache network data to or from the disks




Display workstations
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Display workstations

The following key operations are performed on a PACS
workstation (see [Huang 1996]):

* (Case preparation (Accumulation of all relevant images and
information belonging to a patient examination)

* Tools for arranging (Tools for arranging and grouping images
for easy review)

* Interpretation and Segmentation (Measurement tools for
facilitating diagnosis and contouring)

 Documentation (Tools for image annotation, text, and voice
reports)

* (Case presentation (Tools for a comprehensive case
presentation)

NNNNNNN



HIS / RIS interface (broker)
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Broker: typical data flow

Admission and order entry

 Admission: Patient registration, notify HIS (HL7)

* Order entry/Arrival: Schedule exam and notify RIS
* Broker notified and PACS database server updated

Imaging

 Exam performed: data to DICOM gateway

* Information/images to database/image server through gateway (DICOM store)
* Images stored in PACS archive

Image analysis (diagnosis)

* Images to workstations from PACS archive

* Dictation, transcription etc: workstation to RIS/PACS
* RIS reporting and PACS updated for reports

Patient Transfer
» HIS/RIS to PACS, images to other PACS

Patient Discharge
» Discharge: HIS/RIS to PACS, images rub out




Record and verify system

A Record and Verify (R&V) system is a software that checks the
treatment parameters (position of the couch, collimator, gantry
leaves positions, beam modifiers, etc...) before a treatment is given

It links with the TPS and the control system of the linear accelerator
(often R&V is integral part of the control system)

It has built-in tolerance levels. These allow some parameters to be
allowable as long as they are within a certain range of expected value
(user over-ride is possible)

Users are identified by username/pwd to authorize a treatment, and
keep track of the delivery procedure (responsibility)




Record and verify system

P

Record and Verify Systems for
Radiation Treatment of Cancer:
Acceptance Testing, Commissioning
and Quality Control

Record and verify systems were developed to reduce the risk of
treatment errors, where the treatment parameters used for a
given fraction were set manually and could differ from the
prescribed (or intended) parameters [International Atomic
Energy Agency (IAEA) HHR No. 7 2013]

IAEA HUMAN HEALTH REPORTS No. 7

peripherals, that is used to compare the s _.
to predetermined set-up conditions prior to t

IEC 62274 ed.1.0, «Safety of Radiotherapy RVSs», 2005



Record and verify functionalities

The R&YV verifies and records all aspects of each individual treatment:

Each time the patient is treated, the linac requests the treatment
parameters, sets the beam-defining devices, informs the R&V of its
positions and waits for the R&V to verify that the positions are within
tolerance

Once the linac receives the approval, it delivers the radiation and sends
the delivered treatment information to the R&V so that it can record the
treatment parameters that were used to treat the patient

The process of downloading, verifying, treating and recording is
repeated for every single treatment field. There is also a transfer of
images, structure sets, markers and any other additional information




R&V Quality Assurance

o —

Record and Verify Systems for

Radiation Treatment of Cancer:
Acceptance Testing, Commissioning
and Quality Control

IAEA HUMAN HEALTH REPORTS No. 7

“Recent publications of errors in radiation therapy have
demonstrated that the lack of proper QA procedures for RVSs
can result in severe accidents, including death, as a result of
accidental exposure. Furthermore, the use of RVSs can have a
higher risk of repeated errors due to a false sense of security out
of belief that a computerized RVS will generate safer treatment
procedures.”




Computer controlled treatment delivery
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Computer controlled treatment delivery

Int. . Radiation Oncology Biol. Phys., Vol. 71, No. 1, Supplement, pp. S98-5102, 2008
Copyright © 2008 Elsevier Inc.

Printed in the USA. All righis reserved

0360-3016/08/5—see front matter

doi:10.1016/j.ijrobp.2007.05.089

QA FOR RT SUPPLEMENT

QA ISSUES FOR COMPUTER-CONTROLLED TREATMENT DELIVERY: THIS IS NOT
YOUR OLD R/V SYSTEM ANY MORE!

BEeneDICK A. Fraass, Pu.D.

Department of Radiation Oncology, University of Michigan Medical Center, Ann Arbor, MI

State-of-the-art radiotherapy treatment delivery has changed dramatically during the past decade, moving from
manual individual field setup and treatment to automated computer-controlled delivery of complex treatments,
including intensity-modulated radiotherapy and other similarly complex delivery strategies. However, the gquality
assurance methods typically used to ensure treatment is performed precisely and correctly have not evolved in
a similarly dramatic way. This paper reviews the old manual treatment process and use of record-and-verify sys-
tems, and describes differences with modern computer-controlled treatment delivery. The process and technology
used for computer-controlled treatment delivery are analyzed in terms of potential (and actual) problems, as well
as relevant published guidance on quality assurance. The potential for improved quality assurance for computer-
controlled delivery is discussed. © 2008 Elsevier Inc.

Computer control, Treatment delivery, Quality assurance, Intensity-modulated radiotherapy, Image-guided
radiotherapy.
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Oncology Information System

An Oncology Information System (OIS) is a tool that can be used to
manage patient information, treatment information, and treatment
delivery information in a radiation therapy department

The OIS will encompass the information exchange between radiation
therapy departments and the overall healthcare enterprise

The OIS comprises systems for order entry, treatment management,
treatment delivery, verification, and treatment results as well as data
archiving
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Scheduling
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Treatment data verification
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